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Purpose 

To provides the guidelines for the use of electronic communication devices owned by 
Nebraska Task Force 1 (NE-TF1). It is further NE-TF1’s policy to educate and inform its 
members about the proper purposes for which electronic devices may be used (as further 
defined in MP 1000.41), and to set forth the criteria and grounds for which employees may 
be disciplined for their improper use. 

Procedure 

For daily use, and during a deployment, NE-TF1 provides its members with electronic 
communication devices to ensure an official stream of activities not limited to 
communication and documentation.  
 
Definitions 

 Electronic device:  A computer, cellular telephone, WIFI hotspot, personal data 
assistant (PDA), pager, two-way paging device, iPad, iPod, Kindle, or similar 
device capable of sending and receiving an electronic communication. 

 Stored electronic communication: Any temporary or intermediate storage of a 
wire or electronic communication incidental to the electronic transmission 
thereof; any storage of an electronic communication for purposes of backup 
protection of such communication; and any other storage, retention, backup, or 
archiving of an electronic communication, whether accident, incidental or 
purposeful, utilizing an electronic storage medium. 

 Internet: The world-wide system of interconnected computer networks that 
consists of millions of private, public, academic, business, and government 
networks linked by a broad array of electronic and optical networking 
technologies. 

 Intranet: NE-TF1’s internal computer system and network. This includes the NE-TF1 
domain and Google Drive. 

 

Member Considerations 
 All NE-TF1 owned electronic communication devices, including all computers 

and hardware, are owned by NE-TF1. The use of such systems, equipment and 
access is conditioned upon employee consent to the terms of this policy. 

 The NE-TF1 computer system, computers and hardware, any other electronic 
communication device, and access to the internet provided by the NE-TF1, may 
not be used by for personal gain, including personal businesses, but rather is 
available to enhance the service that NE-TF1 provides to the public. 
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 NE-TF1 members are advised that they have no expectation of privacy in any file, 
image, sound, message, web site visited, or other action or activity while 
working on an electronic device owned by NE-TF1. 

 The failure of NE-TF1 to exercise its rights under this section, shall not constitute a 
waiver of these rights. 

 NE-TF1 members are further advised that no employee, including the Program 
Manager, has the authority to verbally alter the terms and conditions of this 
policy under any circumstance. 

 NE-TF1 members are responsible for any information that they view, access, 
generate or distribute through the NE-TF1 computer system. 

 NE-TF1 members are required to prevent the unauthorized use of the NE-TF1 
computer system.  

 Any use that occurs on a member’s workstation is presumed to be performed 
by that member of NE-TF1. 
 

Prohibited Activities 

 Obtaining an NE-TF1 owned electronic device through deception or through 
unofficial means. 

 Personal use that interrupts NE-TF1 business and that keeps an employee from 
performing his/her work. 

 Extensive personal use of the internet for any non-work-related purposes 
which decreases employee productivity or results in decreased performance 
of the NE-TF1 e-mail system. 

 Unauthorized downloading and/or distributing of copyrighted materials (e.g. 
music, videos, photos, games, software, or other proprietary information). 

 Downloading or copying music, videos, photos, or games, including legally 
obtained music, videos, photos or games, for non-business purposes onto 
department computers or servers. 

 Unauthorized reading, deleting, copying, modifying, or printing of 
electronic communication of another user. 

 Using any device for private gain or profit, including but not limited to, online 
gambling, personal business, on-line auctions (e-Bay), stock trading, etc. 

 Instant messaging through public service providers. (e.g. Snapchat, AOL, Yahoo, 
MSN, etc.). 

 Personal software, which allows peer to peer communications between two or 
more workstations. (e.g. online chat, KaZaA file sharing, etc.). 

 Soliciting for political, religious or other non-task force related reasons. 
 Using an NE-TF1 owned device for political purposes. 
 Sending or forwarding junk email, chain letters, or mass mailings. 
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 Using, viewing, accessing, or transmitting pornographic or sexually explicit 
materials, or materials that are offensive, threatening, or constitute hate 
mail/messaging pertaining to race, national origin, gender or religion. 

 Engaging in any form of harassment, whether sexual or otherwise, or sending any 
unwelcome personal communication after being asked or instructed to cease 
communications. It is the perception of the recipient that prevails, not the 
intention of the sender. 

 Breach or attempt to breach any security mechanisms, hack-into, defeat, disable, 
or otherwise manipulate the intranet or any electronic communication device in 
order to circumvent a technological measure to gain access to information in 
ways not permitted or authorized, or to cause the system to react or respond in 
ways other than as intended by the NE-TF1 administrative staff. 

 Engaging in any illegal activity. 
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